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About This Report

The Homeland Security Operational Analysis Center (HSOAC) is carrying out a project entitled “National 
Critical Function Emerging Risk Analysis” for the National Risk Management Center (NRMC) of the Cyber-
security and Infrastructure Security Agency (CISA). This project is intended to help CISA provide its leader-
ship and critical infrastructure owners and operators greater awareness of emerging threats and hazards and 
recommendations on how to manage the risks resulting from these threats and hazards.

Under the auspices of this project, HSOAC was asked to perform an analysis of the vulnerabilities in 
national critical functions (NCFs) from future quantum computing capabilities. This report describes a 
high-level assessment of the quantum computing vulnerabilities affecting each of the 55 NCFs. Those assess-
ments are intended to help CISA understand the issues affecting each NCF and prioritize U.S. government 
assistance to critical infrastructure owners and operators. The findings should be of interest to critical infra-
structure owners and operators and the U.S. government agencies that support and partner with them to 
protect critical infrastructure.

This research was sponsored by the NRMC and conducted within the Strategy, Policy, and Operations 
Program of the HSOAC federally funded research and development center (FFRDC). 

About the Homeland Security Operational Analysis Center
The Homeland Security Act of 2002 (Section 305 of Public Law 107-296, as codified at 6 U.S.C. § 185) autho-
rizes the Secretary of Homeland Security, acting through the Under Secretary for Science and Technology, 
to establish one or more FFRDCs to provide independent analysis of homeland security issues. The RAND 
Corporation operates HSOAC as an FFRDC for the U.S. Department of Homeland Security (DHS) under 
contract HSHQDC-16-D-00007.

The HSOAC FFRDC provides the government with independent and objective analyses and advice in 
core areas important to the department in support of policy development, decisionmaking, alternative 
approaches, and new ideas on issues of significance. The HSOAC FFRDC also works with and supports 
other federal, state, local, tribal, and public- and private-sector organizations that make up the homeland 
security enterprise. The HSOAC FFRDC’s research is undertaken by mutual consent with DHS and is orga-
nized as a set of discrete tasks. This report presents the results of research and analysis conducted under task 
order 70RCSA21FR0000023, National Critical Function Emerging Issue Risk Analysis. 

The results presented in this report do not necessarily reflect official DHS opinion or policy.
For more information on HSOAC, see www.rand.org/hsoac. For more information on this publication, 

see www.rand.org/t/RRA1367-6.
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Summary

Quantum computers, devices that use properties of quantum mechanics to perform new computational 
operations, are expected to one day be capable of quickly solving the challenging mathematical problems 
underlying deployed public-key cryptography algorithms, thereby undermining a foundational building 
block of the global information security architecture. In anticipation of this event, the National Institute of 
Standards and Technology is executing a project to standardize new cryptographic algorithms, known as 
post-quantum cryptography (PQC), that will be resistant to the capabilities of quantum computers. However, 
the adoption of PQC across the United States is likely to be a long, challenging, and costly process. Histori-
cally, the adoption of new cryptographic standards and protocols has often taken decades to complete, and 
there is evidence to suggest that the transition to PQC could be much more challenging than many previous 
transitions (Vermeer and Peet, 2020). Moreover, although it is uncertain when a sufficiently capable quantum 
computer will be created, some risks might need to be addressed well before that event, and there might be 
little to no margin of time to delay adoption of PQC.

As part of its ongoing effort to support the security and resilience of critical infrastructure, the National 
Risk Management Center of the Cybersecurity and Infrastructure Security Agency tasked the Homeland 
Security Operational Analysis Center with assessing the quantum computing vulnerabilities affecting the 
national critical functions (NCFs) identified by the U.S. Department of Homeland Security (DHS). Although 
quantum computers might one day have many use cases that are relevant to the mission of DHS, the appli-
cation of quantum computing to cryptographic problems is the primary use case that carries a well-defined 
risk. The intent of this task was to provide the Cybersecurity and Infrastructure Security Agency with the 
context needed to guide and prioritize efforts to engage the critical infrastructure community on this risk. 
We approached this task by creating individual, high-level assessments of each of the 55 NCFs. These assess-
ments began with synopsizing the key issues and concerns related to quantum computing vulnerabilities for 
each NCF. Each synopsis describes how an NCF is affected by two categories of vulnerabilities: catch and 
exploit (the ability for an adversary to capture encrypted data in transit now and reveal it later when it pos-
sesses a quantum computer) and authentication (vulnerabilities associated with maintaining secure remote 
access to systems). The assessments rate each NCF in categories of urgency, scope, and cost per organization. 
Finally, the assessments consider other factors that will mitigate or exacerbate the vulnerabilities the NCF 
will experience, then combines all of these ratings into an assessment of priority for assistance. 

Key Findings

All 55 NCF assessments are included in Appendix B, available online. Upon completion of the NCF assess-
ments, we rated six of the NCFs as a high priority for assistance, 15 as medium priority for assistance, and 34 
as low priority for assistance. Three NCFs were identified as critical enablers of the PQC migration:

•  NCF 3, Provide Internet Based Content, Information, and Communication Services
•  NCF 35, Provide Identity Management and Associated Trust Support Services
•  NCF 52, Provide Information Technology Products and Services.

Stakeholders responsible for these NCFs will need to provide the key tools that allow the rest of the NCFs 
to migrate to PQC. Stakeholders in these critical enabling NCFs not rapidly producing the requisite products 
and services would broadly delay the overall migration to PQC across critical infrastructure and cause sub-
stantial vulnerability to persist into the future.
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Another group of assessments had significant commonalities based on the NCFs’ dependence upon inte-
grated information technology and industrial control systems. Eighteen NCFs fell within this group. These 
assessments were defined largely by discussion of quantum vulnerabilities uniquely applicable to industrial 
control systems, although many of these assessments had other concerns unique to the given NCF. The gen-
erally low urgency for these NCFs and the growing use of defense-in-depth strategies in industry made most 
of these NCFs a low priority for assistance, although some NCFs with particularly challenging requirements 
for secure communication and control of operational technology might be higher priority for assistance.

Finally, we identified four key, cross-cutting findings upon completing the assessments:

•  All NCFs will need to prepare for the migration to PQC—even those that received low ratings in the 
assessments. Every NCF stakeholder should take steps to improve cryptographic agility and prepare for 
the migration to PQC following the DHS roadmap. 

•  Completely addressing quantum computing vulnerabilities will require robust adoption of PQC 
by most stakeholders across the NCFs, but much of the vulnerability can quickly be addressed if 
the migration is prioritized by relatively few entities. That is, although change needs to happen very 
widely across many thousands of stakeholders across critical infrastructure, a lot of the vulnerability 
can be mitigated if a much, much smaller number of stakeholders make a few critical changes. Quantum 
computing vulnerabilities will be fully addressed only when enough stakeholders have migrated to the 
point at which prior vulnerable standards can be deprecated (a state in which an information system 
no longer allows the use of an out-of-date communication standard or protocol). However, a relatively 
small number of key changes by stakeholders in the critical enabling NCFs would likely mitigate a sig-
nificant portion of the broader vulnerability and allow a robust start to the migration nationally. 

•  Practical challenges in executing catch-and-exploit campaigns mean that very few NCFs likely need 
to urgently address catch-and-exploit vulnerabilities, although many NCFs will exhibit them. Cam-
paigns to capture sensitive data and hold them for later decryption are likely to be challenging and 
resource-intensive. Although many NCFs transmit data that will need to stay confidential for a long 
duration, only a few NCFs are likely to handle data that an adversary would consider valuable enough 
to invest resources in in such a long-term campaign.

•  Many factors related to the PQC migration are still unknown or uncertain. It is not yet clear what 
elements of the migration will present serious challenges for NCF stakeholders. These assessments 
identify important context to inform engagements with stakeholders, but many important factors might 
be understood only through further detailed analysis in consultation with subject-matter experts and 
NCF stakeholders as they prepare for the PQC migration.
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CHAPTER ONE

Introduction

Recent events have shown that critical infrastructure has significant cyber vulnerabilities, and attackers have 
frequently taken advantage of these vulnerabilities to devastating effect in and outside of the United States. 
Attacks have resulted in multiple high-profile disruptions to organizations providing national critical func-
tions (NCFs), which are defined as “functions of government and the private sector so vital to the United 
States that their disruption, corruption, or dysfunction would have a debilitating effect on security, national 
economic security, national public health or safety, or any combination thereof” (National Risk Management 
Center [NRMC], 2019, p. 1). The effects of cyberattacks include disruptions associated with NCFs, such as 
transport of materials by pipeline (Morrison, 2021), transport of cargo by vessel (Greenberg, 2018), produc-
tion of chemicals (Voreacos, Chiglinsky, and Griffin, 2019), provision of medical care (Weiner, 2021), gen-
eration of electricity (Industrial Control Systems Cyber Emergency Response Team [ICS-CERT], 2021), and 
supply of water (Collier, 2021).

Although U.S. government agencies, as well as private organizations, have developed actions to prevent 
and respond to ongoing cyber-threats to critical infrastructure, another type of cybersecurity threat looms 
in the future due to the advances made possible through quantum computing. The security of the U.S. infor-
mation and communication infrastructure is currently predicated on the assumption that it is impractically 
hard for computers to solve certain mathematical problems, such as integer factorization and finding the 
discrete logarithm of elliptic curves, and, therefore, sensitive communications can be adequately secured 
using cryptographic systems based on those problems. However, in 1994, Peter Shor showed that it would 
be possible for capable quantum computers to solve these mathematical problems much more rapidly than 
conventional computers can (Shor, 1994), opening up new vulnerabilities. 

Quantum computing will not affect all types of cryptography equally and will have the most significant 
impact on current public-key cryptography systems, which use separate keys for encryption and decryp-
tion. These systems, which are currently ubiquitous in global infrastructure, provide the basis for a variety 
of mechanisms that facilitate secure, remote interactions over networks, including digital signatures, digital 
certificates used in public-key infrastructures (PKIs), and exchange of cryptographic keys used for commu-
nications (Vermeer and Peet, 2020). Fortunately, public-key cryptography algorithms have been an active 
area of research for decades. Some alternative public-key cryptography schemes depend on different math-
ematical problems that are expected to also be impractical for capable quantum computers to solve. Using 
these schemes should provide effective security even against capable quantum computers. 

In response to the looming cybersecurity threat from quantum computing, the National Institute of Stan-
dards and Technology (NIST) began a process to create a new standard for public-key cryptography that is 
resistant to quantum computers. This new standard is known as post-quantum cryptography (PQC), and it 
will use known, alternative cryptographic algorithms that are impractical for both conventional and quan-
tum computers to decrypt. NIST has been evaluating submitted post-quantum algorithms since 2017 and 
gathering regular feedback from the community. The organization recently announced the third round of 
candidate schema that it is evaluating for the standard and expects to have a draft standard available between 
2022 and 2024 (Computer Security Resource Center, 2021b). Although undiscovered weaknesses in any of the 
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finalist algorithms might be discovered in coming years as they continue to undergo further cryptanalysis, 
the NIST process is likely to produce a robust standard. The classes of cryptography being considered have 
been subjects of research for many years, the finalist algorithms have been the subject of particularly focused 
cryptanalysis during the standardization process, and the final standard will include multiple algorithms 
that will provide redundancy should one or more of them be found wanting. Once the standard is released, 
it can begin to be incorporated into information systems across the United States (and, ideally, the world) to 
protect these systems against adversaries with quantum computers.

The adoption of PQC across the United States is likely to be a long, challenging, and costly process, how-
ever. Historically, the adoption of new cryptographic standards and protocols often takes decades to com-
plete. Previous transitions to new standards for symmetric-key cryptography (e.g., the Advanced Encryption 
Standard), hash functions (e.g., secure hash algorithm 2), and secure Internet communication protocols (e.g., 
transport-layer security [TLS]) all took more than 15 years to achieve nearly complete adoption (Vermeer 
and Peet, 2020). There is also evidence to suggest that the transition to PQC could be much more challenging 
than many previous transitions. The transition will be much more extensive than some previous transitions 
(e.g., incorporating it into updates to multiple communication protocols, rather than moving to a new version 
of a single protocol) and involve more-significant changes that will cause compatibility challenges (e.g., larger 
key sizes) (Vermeer and Peet, 2020). Moreover, some risks must be addressed well before a cryptographically 
relevant quantum computer (CRQC) even exists,1 and there might be little to no margin of time to delay 
adoption of PQC.

NIST recently published a document on the migration to PQC that is intended to complement the stan-
dardization process (Barker, Souppaya, and Newhouse, 2021). It describes ongoing NIST efforts to facili-
tate the migration, considerations for migration, and details of several demonstration migration scenarios. 
NIST’s efforts include plans to discover

•  all instances in which NIST Federal Information Processing Standards special publications and other 
guidance documents need to be updated

•  standards that need updates or replacements from standard-development groups, such as the Interna-
tional Organization for Standardization and the Institute of Electrical and Electronics Engineers, and 
industry groups, such as the Trusted Computing Group (TCG)

•  networking protocol standards, such as those from the Internet Engineering Task Force, that need to be 
updated or replaced.

In addition, the National Cybersecurity Center of Excellence has formed an applied-cryptography com-
munity of interest, in partnership with NIST and the Cybersecurity and Infrastructure Security Agency 
(CISA), to facilitate preparation for migration. NIST recently posted a white paper entitled “Getting Ready 
for Post-Quantum Cryptography” to inform discussion among this community (Barker, Polk, and Souppaya, 
2021). 

Finally, the U.S. Department of Homeland Security (DHS) also recently posted information detailing its 
approach to the PQC migration (DHS, 2021). The webpage describes a plan for DHS and its components to 

1	 Quantum computers exist today, but they do not yet possess capabilities advanced enough to practically affect the crypto-
graphic systems currently in use. Expert consensus is that a quantum computer capable of breaking encryption currently in 
wide use will not be available until approximately 2030 at the earliest (Committee on Technical Assessment of the Feasibility 
and Implications of Quantum Computing, 2019). Throughout this report, we use the term CRQC to describe a future quan-
tum computer that would have such capability. Every mention of a quantum computer in this report should be assumed to 
refer to a CRQC.
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make the migration to PQC, collaboration with NIST on tools to manage the transition, and a roadmap of 
steps stakeholders can take now to begin preparing for the migration. 

Focus of This Study

To prepare for the eventual adoption of PQC, the NRMC asked the Homeland Security Operational Analysis 
Center (HSOAC), a federally funded research and development (R&D) center operated by the RAND Corpo-
ration, to assess the quantum computing vulnerabilities affecting NCFs. This assessment focused specifically 
on issues associated with implementations of cryptography that are robust against conventional comput-
ers but that will be vulnerable to a sufficiently capable quantum computer. This effort is part of HSOAC’s 
broader project for CISA on analyzing emerging risks to the NCFs. 

HSOAC’s objective is to help CISA prioritize NCFs that might benefit most from U.S. government engage-
ment and assistance. In support of this objective, we performed a high-level analysis of the entire set of 
55 NCFs identified by DHS. This analysis includes assessments of multiple factors related to quantum com-
puting vulnerabilities and challenges in migrating to PQC. The outcome of the effort is a categorization of 
NCFs according to priority for assistance, accompanied by the context needed to justify that categorization 
and inform initial engagements with representatives from the NCFs.

Scope of This Assessment
Quantum computing might eventually enable other use cases with security implications (e.g., applications to 
artificial intelligence), but, currently, cryptographic applications of quantum computing are the only known 
use case that presents a well-defined risk of concern to CISA. The risk arises from specific cybersecurity vul-
nerabilities that will be enabled by sufficiently capable quantum computers. The need to comprehensively 
identify the presence of those specific cybersecurity vulnerabilities across the whole set of NCFs presents a 
significant challenge. Information technology (IT) facilitating secure communications and remote manage-
ment is ubiquitous across U.S. infrastructure, and the comprehensive identification and inventory of it was 
not feasible within the scope of this project. Therefore, with CISA’s agreement, we simplified the scope of the 
analysis by taking an approach that focused at a high level on two questions for each NCF:

•  What categories of systems that use vulnerable cryptography are used by the NCF?
•  Could the exploitation of those vulnerabilities by an adversary with a quantum computer lead to a deg-

radation or disruption of the function?

The focus on these questions allowed us to narrow the scope of the analysis in a few important ways: 

•  First, the assessments are focused solely on categories of systems that are remotely accessible and use 
cryptography vulnerable to quantum computing. In the analysis, we did not address other conven-
tional cybersecurity issues (e.g., software security flaws, unsecured systems, or use of weak passwords), 
instead focusing exclusively on the use of a capable quantum computer to perform decryption opera-
tions on cryptography that is otherwise robust against decryption by conventional computers. Other 
cryptographic systems, such as symmetric-key cryptography and hashing, are not vulnerable to the 
same degree as public-key cryptography and are also generally not addressed. Exceptions to this latter 
case arise when systems currently use relatively weak symmetric keys that would not be practical to 
derive with a conventional computer but could present a vulnerability to an adversary with a quantum 
computer. 
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•  Second, the assessments exclude a more general examination of the variety of negative outcomes that 
could affect an NCF, opting instead for a focus on a singular end outcome: whether exploited vulnerabili-
ties could significantly degrade or disrupt the function. This focus was chosen because of the challenge 
presented by the differing scale and scope among the NCFs as they are currently defined. Some exploited 
vulnerabilities might be devastating to individual organizations that support an NCF, but, if an NCF 
is likely to be resilient to the failure of that organization (or other impacts), then even a very likely out-
come that would be catastrophic to that organization might not factor heavily in the overall assessment 
for the NCF. If, however, there are likely to be cascading impacts on the function from a single failure, 
the potential for broad loss of trust in systems from a single high-profile incident, or vulnerabilities that 
are shared across many organizations (e.g., a vulnerability in a communication protocol used by every 
major organization in the NCF), then that vulnerability would factor heavily in the assessment. Con-
sider the example of intellectual property (IP) theft in the discussion of NCF 49, Produce Chemicals. A 
single organization failing to address a vulnerability that leads to stolen IP might have little impact on 
the NCF as a whole. If, however, every organization that falls under the NCF shares this vulnerability, 
leading to widespread IP theft, then this vulnerability could lead to a degradation or disruption of the 
function over time—a notable impact to consider in the assessment for that NCF. Impacts that occur at 
a lower level of abstraction than degradation or disruption of an NCF are considered and occasionally 
described in the assessments, but their effects are considered in the analysis only inasmuch as they do 
or do not contribute to that key metric. To a significant degree, this metric depends on assessments of 
the well-known security triad of confidentiality, integrity, and availability.2 Other specific context on 
the use and application of this metric is described in Appendix A, Methods Used in the Assessments.

•  Finally, at the NRMC’s request, much of the analysis also intentionally excludes detailed assessments 
of specific potential threat actors. In the analysis, we therefore assumed that any potential adversary 
would have access to a well-resourced CRQC but made few assumptions about an adversary’s motiva-
tions. Essentially, in most cases, we asked the question, “What could an attacker do?” rather than “What 
would an attacker want to do?”

We intentionally performed this analysis at this high level to allow for a feasible landscape assessment of 
the set of NCFs and the priority for assistance. Many of the important details that are necessarily excluded 
from the scope described above could be addressed in follow-on assessments that take a detailed look at NCFs 
that this report identifies as high priority.

Overview of Our Approach

In this section, we provide a brief overview of the approach used to assess the NCFs, including definitions of 
key terms and distinctions between different types of quantum computing vulnerabilities. A full description 
of the methods used is provided in Appendix A. 

2	 Confidentiality, integrity, and availability are known as the CIA triad in the context of security. Loss of each is defined in 
44 U.S.C. § 3552 as follows:

Loss of Confidentiality: failure to preserve authorized restrictions on access and disclosure, including means for protecting 
personal privacy and proprietary information.

Loss of Integrity: improper information modification or destruction, including loss of assured nonrepudiation and 
authenticity.

Loss of Availability: Failure to ensure timely and reliable access to and use of information.
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Key Definitions
Table 1.1 provides definitions of several key terms used in this report. These definitions are adapted from 
those in DHS’s Risk Lexicon, except where otherwise noted.

Understanding Quantum Computing Vulnerabilities
In addition to understanding the basic definitions of the key terms presented in Table 1.1, it is important to 
understand the distinctions between different types of quantum computing vulnerabilities because these will 
be important to the assessments. Vulnerabilities from quantum computing fall into two categories, which 
are distinguished by the different points in time when risk mitigation must occur (Vermeer and Peet, 2020):

•  Remote authentication vulnerabilities are those associated with maintaining secure remote access to sys-
tems. A system with these vulnerabilities must be moved to PQC before an adversary with a quantum 
computer attacks it. Put another way, the risk to these systems is null until a CRQC exists because there 
is negligible likelihood that a successful attack on the cryptographic system could occur before then, 
and the risk could be completely mitigated by adopting PQC. 

•  The second vulnerability category is referred to as catch and exploit. Organizations are currently com-
municating information using cryptography that is safe now against conventional computers but will 
not be safe against future quantum computers. An adversary might capture (catch) this information 
now in encrypted form and hold it until a quantum computer exists that can decrypt it (exploit). The 
risk from these catch-and-exploit vulnerabilities therefore depends on how long the information must 
remain confidential, and risk can accumulate the longer sensitive data are routinely transmitted before 
adopting PQC in communications. Implementing PQC in communications merely stops risk from 
accumulating further; it does not eliminate the risk already incurred from allowing an adversary the 
opportunity to capture valuable information for later decryption. 

Remote authentication vulnerabilities would allow an attacker to carry out a wide variety of malicious 
activities on a compromised system (e.g., theft, data corruption or destruction, file encryption). As a result, 
these vulnerabilities generally facilitate much more-devastating impacts on systems than catch and exploit 
does should they not be mitigated before an attack, but there is more time to fix them. For this reason, catch-
and-exploit risks will tend to require much more-urgent attention where information with a long confiden-
tiality lifetime is involved. 

TABLE 1.1

Definitions of Key Terms

Term Definition

Confidentiality 
lifetime

The duration of time that sensitive information remains sensitive and must remain secure (based on 
Mosca’s theorem) (Mosca, 2018, p. 1)

Impact The effect that can be expected when a given event or incident occurs (Risk Lexicon, p. 10)a

Risk The potential for an adverse outcome assessed as a combination of the impact of an event and the 
likelihood that event will occur (Risk Lexicon, p. 27)

Threat An individual or action that has the potential to cause harm (Risk Lexicon, p. 36)

Vulnerability A “physical feature or . . . attribute that renders an entity, asset, system, network, or geographic area 
open to exploitation” (Risk Lexicon, p. 38)

a This definition was adapted from the definition of consequence.
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Overview of Assessment Steps
Table 1.2 summarizes the key steps in our assessment of the NCFs. These steps are described in detail in 
Appendix A.

Structure of the Assessment Form
Each NCF assessment form leads with a table summarizing our assessment for the NCF in the categories of 
urgency, scope, cost, and other factors, followed by the assessment of the priority for assistance to the NCF 
based on the rankings in those categories. The final entry in the summary table describes the bottom line up 
front for the assessment: the primary concern or concerns among the issues affecting the NCF. These con-
cerns can include the vulnerabilities and consequences of greatest potential concern to the NCF. In cases in 
which there is not an NCF-specific vulnerability or consequence, the NCF’s primary concern will be to focus 
on ensuring that it is taking action to prepare for PQC in a timely manner.

This summary is followed by a synopsis that provides context on the primary issues affecting the NCF. In 
general, the synopsis first presents issues associated with catch-and-exploit vulnerabilities for the NCF, then 
discusses issues associated with the categories of authentication vulnerabilities described above. The issues 
discussed in the synopsis are used as the basis for the ratings of urgency, scope, cost, and other factors. Those 
ratings are then used as justification for the assessment of the NCF’s priority for assistance.

Organization of This Report

The remainder of this report is organized as follows: Chapter  Two presents the results of the analysis of 
quantum vulnerabilities, and Chapter Three presents the conclusions. Appendix A describes the methods 
used to conduct the assessments. Appendix B, which contains the assessments for the 55 NCFs, is available 
at www.rand.org/t/RRA1367-6.

TABLE 1.2

Overview of Steps for Assessing Quantum Vulnerabilities of National Critical Functions

Step Approach and Data Source

Identify the relevant information systems and 
sensitive data that the NCF uses.

Use literature and other data sources, including prior reports, IT literature, 
market surveys, sector-specific data, and databases describing supply 
chain relationships.

Identify relevant quantum computing 
vulnerabilities.

Use context from previous RAND work on the topic and PQC migration 
demonstration scenarios from NIST.

Rate the urgency of addressing the NCF’s 
vulnerabilities.

Assess the confidentiality lifetime of data that the NCF handles and 
potential long-term challenges in migrating systems to PQC.

Rate the scope of the organizations and 
systems requiring updates.

Approximate the number of organizations that must act, based on open 
literature, industry data, and analysis of affected systems.

Rate the relative cost per organization 
required to address the vulnerabilities.

Perform a high-level assessment of the extent of software and hardware 
changes that are likely needed to mitigate vulnerability.

Identify other factors that could make the 
challenges more or less difficult to address.

Identify other qualitative factors that could make the migration to PQC more 
or less challenging for the NCF.

Rank the NCF’s priority for assistance. Combine the ratings in all previous categories.

http://www.rand.org/t/RRA1367-6
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CHAPTER TWO

Assessments of Quantum Vulnerabilities of the 
National Critical Functions

Using the criteria described in the methodology presented in Appendix A, we assessed the quantum com-
puting vulnerabilities of each of the 55 NCFs. The assessment for each of the NCFs can be found online in 
Appendix B. In this chapter, we discuss our findings for the full set of 55 NCFs.

Ratings for Urgency, Scope, Cost, Other Factors, and Priority for 
Assistance

Table 2.1 shows a description of each of the rating categories (urgency, scope, cost, other factors, and prior-
ity for assistance; described in more detail in Appendix A), and Table 2.2 shows the ratings assessed for each 
NCF in these categories. As noted in Table 1.2 in Chapter One, we based our priority ratings on the collected 
ratings assessed in the other categories (urgency, scope, cost, and other factors). Using this approach, we rated 
34 of the NCFs as low priority for assistance, 15 as medium priority for assistance, and six as high priority 
for assistance. 

Although nearly every assessment addressed issues unique to that NCF, many NCFs fall into categories 
based on notable commonalities. We identified three of the NCFs as critical enablers of the PQC migration 
for the rest of the NCFs:

•  NCF 3, Provide Internet Based Content, Information, and Communication Services
•  NCF 35, Provide Identity Management and Associated Trust Support Services
•  NCF 52, Provide Information Technology Products and Services.

TABLE 2.1

Descriptions of Rating Categories

Rating Definition

Urgency Assessment of how quickly NCF stakeholders must address identified vulnerabilities

Scope Assessment of how many organizations must take NCF-specific actions to address vulnerabilities

Cost Assessment of the cost per organization to take NCF-specific actions

Other factors Assessment of other qualitative factors that could exacerbate or mitigate the challenges the NCF faces 
in mitigating quantum computing vulnerabilities

Priority for 
assistance

Combination of the ratings from each of the previous categories; intended to provide a rough 
categorization of high-, medium-, and low-priority NCFs
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TABLE 2.2

Assessments of Quantum Computing Vulnerabilities of the National Critical Functions

Number Name Urgency Scope Cost Other Factors
Priority for 
Assistance

Connect

1 Operate Core Network Low Low Low Mitigating Low

2 Provide Cable Access Network Services Low High High Mitigating Medium

3 Provide Internet Based Content, Information, 
and Communication Services

High High Medium Exacerbating High

4 Provide Internet Routing, Access, and 
Connection Services

Low Low Low Mitigating Low

5 Provide Positioning, Navigation, and Timing 
Services

Low Low Low Neutral Low

6 Provide Radio Broadcast Access Network 
Services

Low Low Low Neutral Low

7 Provide Satellite Access Network Services High Medium Low Mitigating Medium

8 Provide Wireless Access Network Services High High Medium Mitigating Medium

9 Provide Wireline Access Network Services Low High High Mitigating Medium

Distribute

10 Distribute Electricity Medium High High Neutral High

11 Maintain Supply Chains Low Low Low Neutral Low

12 Transmit Electricity Low High Low Mitigating Low

13 Transport Cargo and Passengers by Air Medium Medium Medium Mitigating Medium

14 Transport Cargo and Passengers by Rail Medium Low Low Mitigating Low

15 Transport Cargo and Passengers by Road Medium Low Low Mitigating Low

16 Transport Cargo and Passengers by Vessel Medium Low Low Mitigating Low

17 Transport Materials by Pipeline Low Low Low Exacerbating Low

18 Transport Passengers by Mass Transit Medium Low Low Mitigating Low

Manage

19 Conduct Elections Low Medium Low Exacerbating Medium

20 Develop and Maintain Public Works and 
Services

Low Low Low Neutral Low

21 Educate and Train Low High Low Neutral Medium

22 Enforce Law High High Low Mitigating Medium

23 Maintain Access to Medical Records High Medium Low Mitigating Medium

24 Manage Hazardous Materials Low Low Low Mitigating Low

25 Manage Wastewater Low Low Low Mitigating Low

26 Operate Government Medium High Low Exacerbating Medium

27 Perform Cyber Incident Management 
Capabilities

Low Low Low Mitigating Low

28 Prepare for and Manage Emergencies Low Low Low Neutral Low
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Number Name Urgency Scope Cost Other Factors
Priority for 
Assistance

29 Preserve Constitutional Rights Low Low Low Neutral Low

30 Protect Sensitive Information High High High Neutral High

31 Provide and Maintain Infrastructure Low Low Low Neutral Low

32 Provide Capital Markets and Investment 
Activities

Medium Low Low Exacerbating Medium

33 Provide Consumer and Commercial Banking 
Services

Low Low Low Neutral Low

34 Provide Funding and Liquidity Services Medium Low Low Exacerbating Medium

35 Provide Identity Management and Associated 
Trust Support Services

Medium High Low Mitigating Medium

36 Provide Insurance Services Medium Low Low Mitigating Low

37 Provide Medical Care Low Low Low Neutral Low

38 Provide Payment, Clearing, and Settlement 
Services

Low High Medium Mitigating Medium

39 Provide Public Safety Low Low Low Mitigating Low

40 Provide Wholesale Funding Low Low Low Neutral Low

41 Store Fuel and Maintain Reserves Low Low Low Exacerbating Low

42 Support Community Health High Medium Low Mitigating Medium

Supply

43 Exploration and Extraction of Fuels Medium Low Low Exacerbating Low

44 Fuel Refining and Processing Fuels Medium Low Low Exacerbating Low

45 Generate Electricity Medium High High Neutral High

46 Manufacture Equipment Medium Low Low Neutral Low

47 Produce and Provide Agricultural Products and 
Services

Medium Low Low Mitigating Low

48 Produce and Provide Human and Animal Food 
Products and Services

Medium Low Low Mitigating Low

49 Produce Chemicals Medium Low Low Mitigating Low

50 Provide Metals and Materials Medium Low Low Neutral Low

51 Provide Housing Medium Low Low Neutral Low

52 Provide Information Technology Products and 
Services

High High High Neutral High

53 Provide Materiel and Operational Support to 
Defense

High High High Neutral High

54 Research and Development Medium Low Low Neutral Low

55 Supply Water Low Low Low Mitigating Low

Table 2.2—Continued
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Many NCF assessments exhibited similarities based on, for example, their rating of high urgency or their 
dependence on integrated IT and industrial control systems (ICSs). These groups of NCFs and other notable 
issues are discussed in the following section.

Categorizing National Critical Functions

Several useful categories arise from the ratings and context provided for each of the NCFs. 

Critical Enablers of the Migration to Post-Quantum Cryptography
Three NCFs, shown in Table 2.3, were identified as critical enabling functions for the broader migration to 
PQC among the rest of the NCFs. That is, these are the NCFs on which nearly every other NCF depends to 
provide the tools needed to mitigate quantum computing vulnerabilities. Specifically, these NCFs are the 
ones most responsible for providing the products and services that use public-key cryptography to protect 
sensitive information in networked environments, especially those functions that are facilitated by the Inter-
net in some way. The products and services provided by NCFs 3 and 52 are typically those that perform the 
public-key encryption operations used to secure data and communications, and NCF 35 is responsible for 
issuing and managing the digital certificates that form a cornerstone of identity management and authenti-
cation in networked environments. 

Although many organizations responsible for other NCFs will need to take specific, occasionally unique, 
actions to effect a migration to PQC in their own operations, they will often be able to do so only if these 
three NCFs create the updated products and services that enable those actions. An organization with a pres-
ence on the Internet can migrate its website to PQC, for example, only if the software and web server hard-
ware it uses have been updated to allow configurations using post-quantum algorithms and it can install a 
post-quantum digital certificate. If it engages in e-commerce, it might also need third-party payment service 
providers to perform updates. If it requires workers to be able to remotely access its internal network, it needs 
to be able to configure virtual private network (VPN) applications to use PQC. Finally, it will be able to pro-
hibit the option to interact with others using current, vulnerable cryptographic methods only once enough 
of the ecosystem of customers and partners has also migrated to the point that very few organizations do not 
have PQC configurations enabled. 

The broader migration to PQC in networked environments that will enable that final state, in which 
nearly every system is interoperable using PQC, cannot effectively begin until NCFs 3, 35, and 52 produce 
the products and services that make it possible. These NCFs will require a broad scope of organizations to 
act quickly, often at significant expense. If organizations responsible for these NCFs do not act quickly to 
migrate affected products and services to incorporate the PQC standard, other NCFs will not have the tools 

TABLE 2.3

Critical Enablers of the Migration to Post-Quantum Cryptography

Category Number Name Urgency Scope Cost Other Factors
Priority for 
Assistance

Connect 3 Provide Internet Based Content, 
Information, and Communication 
Services

High High Medium Exacerbating High

Manage 35 Provide Identity Management and 
Associated Trust Support Services

Medium High Low Mitigating Medium

Supply 52 Provide Information Technology 
Products and Services

High High High Neutral High
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to address quantum computing vulnerabilities in their own operations. As a result, these organizations rep-
resent critical dependencies for the other NCFs in addressing vulnerabilities to quantum computing. Our 
ratings for the other NCFs assume that these critical enablers will provide the tools in a timely manner. If it 
becomes clear over time that this will not be the case, the vulnerabilities and risks would become much more 
significant nearly uniformly across the rest of the set of NCFs. CISA should prioritize monitoring the prog-
ress of these NCFs in producing the products and services needed to facilitate the migration to PQC. It was 
beyond the scope of this study to describe a complete assessment of the key migration milestones to monitor 
in these NCFs. However, such an assessment would likely include key examples, such as the ability to config-
ure enterprise software products to use PQC in key exchange, the release of a quantum-resistant version (or 
replacement) of TLS, and the issuance of quantum-resistant digital certificates. 

High Priorities for Assistance
Six NCFs, shown in Table 2.4, were categorized as high priority for assistance.

NCFs 3 and 52 were rated as high priority primarily because they are likely to be two of the most-important 
critical enablers of the PQC migration for the rest of the NCFs, as discussed previously. They will need to 
prioritize the provision of products and services that enable others to migrate to PQC, and this will likely 
require a very large number of organizations to act quickly to develop solutions that will meet the varied 
requirements of customers in an interoperable way. This is likely to be a highly complex and costly task for 
many affected organizations, depending on the application. 

A NIST project is underway that intends to assess the scale and complexity of this task for various appli-
cations (Barker, Souppaya, and Newhouse, 2021), and DHS has created a roadmap of steps that critical infra-
structure organizations should be taking now to prepare for the PQC migration (DHS, 2021). Although many 
organizations responsible for these NCFs have been actively engaged for some time in preparing for the PQC 
migration (Campagna and Crockett, 2021; Cimpanu, 2021; Crane, 2020; FutureTPM, undated; Kwiatkowski 
and Valenta, 2019; Mitchell, 2020; Pala, 2020; Paquin, Stebila, and Tamvada, 2020; TCG, 2020; Weibel, 2020) 
and are unlikely to need technical assistance, these NCFs cover a diverse ecosystem of providers with varying 
characteristics and needs. These NCFs will continue to benefit from government coordination and standard-
ization efforts, and many organizations will likely benefit from ongoing efforts across government to help 
them prepare for the PQC migration. 

NCF 30, Protect Sensitive Information, is in many ways an unstated subfunction within each of the other 
NCFs. Because the rest of the NCFs depend so much on NCFs 3, 35, and 52 to help them protect sensitive 

TABLE 2.4

National Critical Functions Rated High Priority for Assistance

Category Number Name Urgency Scope Cost Other Factors
Priority for 
Assistance

Connect 3 Provide Internet Based Content, 
Information, and Communication 
Services

High High Medium Exacerbating High

Distribute 10 Distribute Electricity Medium High High Neutral High

Manage 30 Protect Sensitive Information High High High Neutral High

Supply 45 Generate Electricity Medium High High Neutral High

Supply 52 Provide Information Technology 
Products and Services

High High High Neutral High

Supply 53 Provide Materiel and Operational 
Support to Defense

High High High Neutral High



Preparing for Post-Quantum Critical Infrastructure

12

information (in the context of quantum computing vulnerabilities), the ratings given in each category for 
NCF 30 are derived largely from a combination of the factors that influenced the assessments for those three 
NCFs. The assessed urgency, scope, and cost are therefore high for NCF 30 for the same reasons they are high 
in the three critical enabling NCFs, and this resulted in a rating of high priority.

NCFs 10, Distribute Electricity, and 45, Generate Electricity are rated as high priority primarily because 
of the uniquely challenging operational requirements and complexity of electricity distribution.1 Like many 
other NCFs, electricity generation and distribution operations depend heavily on connected ICS technol-
ogy. These NCFs have specific issues, however, that make them more challenging than other ICS-dependent 
NCFs, especially

•  wide geographic dispersion of ICS technologies
•  strict requirements for secure real-time monitoring and control of some operational technology with 

low communication latency
•  heterogeneous regulatory requirements and technology standards.

Additionally, per Keith Stouffer and his colleagues, “Electric power is often thought to be one of the most 
prevalent sources of disruptions of interdependent critical infrastructures” (Stouffer et al., 2015, p. 2-3). These 
challenges led to assessments of broader scope and higher cost of migration for these NCFs than for many 
other highly ICS-dependent NCFs. Owners and operators, technology vendors, regulatory authorities, and 
standard-setting bodies in these NCFs might therefore be in more need of assistance in support of the migra-
tion to PQC.

The final NCF in this group, 53, Provide Materiel and Operational Support to Defense, is rated as high 
priority largely because of the high sensitivity of information it handles, the long confidentiality lifetime of 
those data, and the high likelihood that this NCF will be a target for well-resourced threat actors. A signifi-
cant amount of classified and sensitive-but-unclassified data in this NCF is often in transit. Transmitting 
these data requires protection by public-key cryptography algorithms, which are vulnerable to quantum 
computing and therefore represent a catch-and-exploit vulnerability. The scope of affected organizations is 
broad, and, although costs can vary considerably from one organization and application to another, they are 
likely to be high overall. We identified the potential for this NCF to be a target for a nation-state adversary 
as a significant exacerbating factor, although the NCF will benefit from the significant central authority of 
the National Security Agency/Central Security Service (NSA/CSS) in dictating cybersecurity requirements 
for commercial national security systems (see Committee on National Security Systems, 2016, and NSA/CSS, 
2015).

High-Urgency National Critical Functions
We rated nine NCFs as high urgency (Table 2.5). In every case, we gave this rating primarily because the NCF 
handled data with a long confidentiality lifetime and therefore experienced a significant catch-and-exploit 
vulnerability.

We identified only three categories of data that had sufficient sensitivity and long-enough confidentiality 
lifetime to justify this rating: protected health information (PHI), data used by the justice system (especially 
such data as witness or informant identities), and national security data. We rated NCFs 3, 7, 8, 30, and 52 

1	 Some electricity generation sources, especially distributed energy resources, are closely logically integrated with electric-
ity distribution technology and operations. NCFs 10 and 45 therefore share many of the same characteristics that led to the 
assessed ratings in each category. NCF 12, Transmit Electricity, in contrast, has notable differences from these two NCFs in 
both regulatory environment and relevant technology issues. 
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as high urgency because of their function in protecting sensitive customer data that might have a long con-
fidentiality lifetime, even though their own operations do not involve the generation or use of data with a 
long confidentiality lifetime. NCF 22 handles sensitive justice system data, NCFs 23 and 42 handle PHI, and 
NCF 53 handles national security data.

In rating urgency, we also considered personally identifiable information (PII), personal finance records, 
and commercial IP and trade secrets, but, in general, these data categories were expected to only have medium 
or short confidentiality lifetimes (i.e., less than ten years). PII is typically considered sensitive because it is 
used in knowledge-based verification mechanisms, in which someone can prove their identity to another 
party by providing personal information that only that individual is likely to know. The identity management 
ecosystem is constantly evolving, however, and there appears to be widespread recognition that knowledge-
based verification schemes based on aggregated personal data are increasingly inadequate (Better Identity 
Coalition, 2018; Commission on Enhancing National Cybersecurity, 2016; Grassi, Garcia, and Fenton, 2017). 
Many attributes used for identity verification will not have long validity lifetimes (e.g., home address), while 
other attributes with long validity lifetimes (e.g., social security number) could be phased out of use in iden-
tity verification (Better Identity Coalition, 2018). Given this context, PII is not considered to have a long con-
fidentiality lifetime, although certain attributes might have moderate confidentiality lifetimes (i.e., one to ten 
years). Industry trade secrets were also expected to have a moderate confidentiality lifetime in most cases. 
Some industries might have trade secrets with unusually long confidentiality lifetimes (e.g., pharmaceuticals 
and defense industrial base organizations), but it is likely that most are less than ten years (Defense Security 
Service, 2013).2 It is also likely that many trade secrets are kept within internal networks and only rarely 
transmitted in a way that would make them vulnerable to catch and exploit. The practical challenges associ-
ated with carrying out a significant catch-and-exploit campaign and the moderate confidentiality lifetime 
of PII and trade secrets typically resulted in a rating of medium urgency for NCFs that handled these data. 

2	 These issues are discussed in further detail in the assessment of NCF 54, Research and Development.

TABLE 2.5

National Critical Functions Rated High Urgency

Category Number Name Urgency Scope Cost Other Factors
Priority for 
Assistance

Connect 3 Provide Internet Based Content, 
Information, and Communication 
Services

High High Medium Exacerbating High

Connect 7 Provide Satellite Access Network 
Services

High Medium Low Mitigating Medium

Connect 8 Provide Wireless Access 
Network Services

High High Medium Mitigating Medium

Manage 22 Enforce Law High High Low Mitigating Medium

Manage 23 Maintain Access to Medical 
Records

High Medium Low Mitigating Medium

Manage 30 Protect Sensitive Information High High High Neutral High

Manage 42 Support Community Health High Medium Low Mitigating Medium

Supply 52 Provide Information Technology 
Products and Services

High High High Neutral High

Supply 53 Provide Materiel and Operational 
Support to Defense

High High High Neutral High
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Industrial Control System–Dependent National Critical Functions
In 18 of the NCF assessments, we identified dependence on ICS technology as a significant defining charac-
teristic of the NCF’s quantum computing vulnerabilities (Table 2.6). Although some of these NCFs also have 
other concerns (e.g., some NCFs exhibit catch-and-exploit vulnerabilities with respect to trade secrets), the 
assessments for these NCFs are otherwise defined largely by the quantum computing vulnerabilities that 
arise from organizational use of integrated IT and ICS architectures.

Integrated ICSs often face significant cybersecurity vulnerabilities as industries replace legacy operational 
hardware with digital devices, and monitoring and control of these devices are integrated with other busi-
ness IT systems. Per the ICS-CERT, “[m]odern control system architectures, business requirements, and cost 
control measures result in increasing integration of corporate and ICS IT architectures” (ICS-CERT, 2016, 
p. 1). As part of the security policy for those networks, PKI and other cryptographic security mechanisms are 
often used to identify users and devices and secure these networks (ICS-CERT, 2016; Stouffer et al., 2015). 

Although the use of public-key cryptography–based security mechanisms will create quantum computing 
vulnerabilities where they are used in these networked systems, deployed ICS technology is often resource-

TABLE 2.6

National Critical Functions with Vulnerabilities Significantly Defined by the Use of Industrial 
Control Systems

Category Number Name Urgency Scope Cost Other Factors
Priority for 
Assistance

Distribute 10 Distribute Electricity Medium High High Neutral High

Distribute 12 Transmit Electricity Low High Low Mitigating Low

Distribute 14 Transport Cargo and Passengers 
by Rail

Medium Low Low Mitigating Low

Distribute 16 Transport Cargo and Passengers 
by Vessel

Medium Low Low Mitigating Low

Distribute 17 Transport Materials by Pipeline Low Low Low Exacerbating Low

Distribute 18 Transport Passengers by Mass 
Transit

Medium Low Low Mitigating Low

Manage 24 Manage Hazardous Materials Low Low Low Mitigating Low

Manage 25 Manage Wastewater Low Low Low Mitigating Low

Manage 41 Store Fuel and Maintain Reserves Low Low Low Exacerbating Low

Supply 43 Exploration and Extraction of Fuels Medium Low Low Exacerbating Low

Supply 44 Fuel Refining and Processing Fuels Medium Low Low Exacerbating Low

Supply 45 Generate Electricity Medium High High Neutral High

Supply 46 Manufacture Equipment Medium Low Low Neutral Low

Supply 47 Produce and Provide Agricultural 
Products and Services

Medium Low Low Mitigating Low

Supply 48 Produce and Provide Human and 
Animal Food Products and Services

Medium Low Low Mitigating Low

Supply 49 Produce Chemicals Medium Low Low Mitigating Low

Supply 50 Provide Metals and Materials Medium Low Low Neutral Low

Supply 55 Supply Water Low Low Low Mitigating Low
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constrained. These resource constraints influence the security mechanisms used in deployed ICS devices, 
especially with respect to computationally demanding algorithms associated with public-key cryptography 
(i.e., complex authentication is often difficult to implement because these technologies have limited onboard 
memory and computing power compared with other IT systems). Per Stouffer and his colleagues,

ICS and their real time [operating systems] are often resource-constrained systems that do not include typ-
ical contemporary IT security capabilities. Legacy systems are often lacking resources common on modern 
IT systems. Many systems may not have desired features including encryption capabilities, error logging, 
and password protection. Indiscriminate use of IT security practices in ICS may cause availability and 
timing disruptions. There may not be computing resources available on ICS components to retrofit these 
systems with current security capabilities. (Stouffer et al., 2015, p. 2-15)

Industries often opt to use less vulnerable cryptographic security mechanisms (e.g., preshared sym-
metric keys or hashing algorithms) in some operational technology because they require fewer computa-
tional resources (Stouffer et al., 2015). That being said, where quantum computing vulnerabilities do exist 
in deployed ICS architectures, addressing them could be challenging and costly. Modern digital ICS devices 
often have operational lifetimes that range from three to five years, and they will likely be replaced with 
PQC-compatible devices (where applicable) during planned hardware refreshes, but some devices custom-
made for specific uses can have operational lifetimes of ten to 15 years or more. Furthermore,

[s]oftware updates on ICS cannot always be implemented on a timely basis. These updates need to be thor-
oughly tested by both the vendor of the industrial control application and the end user of the application 
before being implemented . . . . Many ICS utilize older versions of operating systems that are no longer sup-
ported by the vendor. Consequently, available patches may not be applicable. (Stouffer et al., 2015, p. 2-15)

Given these factors, assessing the importance of quantum computing vulnerabilities in integrated ICSs is 
a complex task. Quantum computing vulnerabilities might not be a factor at all where ICS devices do not use 
cryptography or where they already use quantum-resistant methods (e.g., symmetric keys used in wireless 
communications). Many modern devices that do depend on public-key cryptography can likely be replaced 
with PQC-compatible versions during planned hardware refreshes. Furthermore, networked ICSs often also 
rely on additional, layered network security mechanisms that would further mitigate vulnerability (defense in 
depth), even where long-lived operational technologies were deployed with vulnerable cryptographic security 
mechanisms (ICS-CERT, 2016). 

If organizations quickly begin to follow the preparatory steps in the DHS roadmap for the migration to 
PQC and integrate risk to ICS networks from quantum computing vulnerabilities into other cybersecurity 
risk management and defense-in-depth strategies, the migration to PQC could be very manageable for many 
ICS-dependent organizations. Software being deployed in the next few years can incorporate the crypto-
graphic agility to accommodate PQC and future cryptographic transitions, and most operational technology 
can be replaced with compatible versions during planned hardware refreshes. This is expected to be the case 
for most of the NCFs in this category (again, assuming that the appropriate vendors in NCFs 3 and 52 quickly 
make the necessary products and services available for implementation). 

However, in applications in which all of the above factors are inadequate to mitigate risk and deployed ICS 
technology leaves an unacceptable quantum computing vulnerability, addressing it could be a challenging 
and costly task. Indeed, the increased computational demands of PQC algorithms compared with those of 
current public-key cryptography algorithms could make the PQC migration very complex and costly, espe-
cially in industries in which ICS networks are geographically dispersed and networks require secure, real-
time, low-latency monitoring and control of devices. Electricity distribution is one such application.
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CHAPTER THREE

Key Findings and Conclusion

In this chapter, we present our key findings and conclude the report.

Key Findings

All NCFs will need to prepare for the migration to PQC, even those that received low ratings in the 
assessments. Low ratings in the NCF assessments do not imply that NCF owners, operators, and other stake-
holders have no need to pay attention to this issue. On the contrary, the vulnerabilities created by quantum 
computing are as far-reaching as the Internet, and every single NCF will be affected in some way. The ratings 
given in the NCF assessments are largely intended to provide context and a point of comparison for govern-
ment stakeholders as they consider how and where to focus outreach to the NCFs. If every NCF organization 
that needed to address the PQC migration in some way were included in the rating for scope in the assess-
ments, that rating would always be high, and the rating would lose its utility in the assessment. 

Every NCF organization should begin to follow the steps outlined in the DHS roadmap for PQC migra-
tion and should do so soon, even before the completion of the NIST PQC standardization project. Beyond 
simply preparing for the migration to PQC, organizations should take steps to build resilience by also pre-
paring for the cryptographic transitions that will come next. The security afforded by any implementation of 
encryption is not static—it diminishes over time as computational capability and technique advance. Cryp-
tographic keys that were widely used decades ago would provide woefully inadequate security today, and the 
forthcoming PQC standard will also one day be replaced. Designing information systems so that they can 
easily adapt to support future changes to cryptography standards is a concept known as cryptographic agility, 
and it is a significant focus in NIST’s broader effort to support the migration to PQC (Barker, Souppaya, and 
Newhouse, 2021). Every organization, regardless of the urgency with which it approaches quantum comput-
ing vulnerabilities, should begin to consider how it can embed technology and practices that support crypto-
graphic agility as a way to improve overall cybersecurity.1 

When following the steps in the DHS roadmap for PQC migration, some NCF stakeholders might ulti-
mately assess that the migration will largely happen invisibly for them, with little active intervention. In the 
assessments for some NCFs, we concluded that vulnerabilities arose primarily from a reliance on Internet-
connected IT, and we identified few other specific issues of importance. In these cases, stakeholders can 
expect that commonplace software applications, such as web browsers and email software, will eventually 
be updated to enable configurations that use PQC algorithms. These organizations will nevertheless need 
to inventory where quantum computing vulnerabilities might arise for them, confirm that responsibility 
for updates will fall on vendors, identify any configuration changes they will need to make, and ensure that 

1	 See Forum on Cyber Resilience, 2017, for a more in-depth resource on planning for cryptographic agility as a way to build 
cyber resilience.
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no further IT transformation plans are necessary. Other NCFs will need to take similar steps (often much 
broader in scope), regardless of the ratings they received. 

Although NCF  27, Perform Cyber Incident Management Capabilities, will not experience any unique 
vulnerabilities itself, it will have a pivotal role in providing early preparation and prevention efforts for other 
NCFs. Stakeholders in the NCF should plan to start helping customers understand and prevent any catch-
and-exploit vulnerabilities, and incident management stakeholders should encourage customers to inventory 
their vulnerabilities (especially public-key cryptography use) in preparation for the migration to PQC. Early 
intervention by incident managers and prevention efforts in this NCF will aid more broadly in making sure 
NCFs get a robust start to the migration that will not leave lingering authentication vulnerabilities once a 
quantum computer arrives.

On this issue, we also note in conclusion that organizations often delay IT modernization and life-cycle 
replacement of hardware long after systems are considered obsolete. With this in mind, even NCFs that 
received low ratings in most categories might exhibit significant vulnerabilities in the future if they do not 
eventually perform the necessary updates to enterprise IT and other relevant information systems. CISA 
should plan to reassess the state of quantum vulnerabilities in the NCFs once the PQC migration is well 
underway to identify where failures to update obsolete technology could create persistent vulnerabilities. 

Completely addressing quantum computing vulnerabilities will require that most stakeholders in 
each NCF adequately adopt PQC, but much of the vulnerability can be quickly addressed if relatively few 
key entities prioritize the migration. At many points in communication infrastructure, quantum comput-
ers will create vulnerabilities, and each of these eventually needs to be inventoried and addressed. Addressing 
quantum computing vulnerabilities will require coordinated action across all the NCFs. However, we identi-
fied three NCFs as critical enablers for the PQC migration. This is because, although every NCF stakeholder 
will need to take action of some kind, a significant portion of the vulnerabilities across the NCFs can be 
addressed by relatively few actions by major stakeholders within these NCFs. 

New post-quantum versions of common communication protocols and standards will need to be devel-
oped and released. Post-quantum versions of, for example, TLS, Internet protocol security (IPsec), Secure/
Multipurpose Internet Mail Extensions (S/MIME), and digital certificates will be needed. At first, many such 
examples will need to use a hybridization of conventional and PQC algorithms. Once these standards are 
released, a few major stakeholders will need to update products and services to enable the use of the stan-
dards. For example, web browsers and cloud service providers might need to update software to support a 
post-quantum version of TLS; email applications will need to update to support a post-quantum version of 
S/MIME; and certificate authorities will need to make post-quantum digital certificates available. These are 
likely to involve complex changes that many stakeholder organizations are already considering and testing. 

After these steps occur, however, other organizations can begin to perform the thousands of configura-
tion changes, software rewrites, hardware updates, and reissuing of certificates that will constitute the major-
ity of the broader migration to PQC across the NCFs. At that point, the use of PQC will be possible, even 
if it is not yet enabled by default or the only allowed option for networked communications. Although the 
assessments detail many scenarios in which specific issues will still be challenging and costly for some NCF 
stakeholders, organizations that must address urgent catch-and-exploit vulnerabilities will have the tools to 
do so, and the challenges associated with the migration can be integrated into broader change management 
planning for business IT and relevant ICSs. Furthermore, evidence from previous transitions suggests that 
many organizations adopt a new standard within a few years, even if there is a long waiting period before 
nearly everyone effects the migration (“Apple,” 2018; Salowey, Turner, and Wood, 2019).2 

2	 For example, 27 to 30 percent of observed web connections from major web browser applications used the TLS 1.3 standard 
within a year of its release. See Salowey, Turner, and Wood, 2019. 
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Assessments of the NCFs (especially in the Connect category) elucidate how encryption is used in many 
different, often overlapping, ways in information and communication infrastructure. Data can be encrypted 
in storage on a user’s device. Messages sent across the Internet can be encrypted in secure connections (e.g., 
using TLS) established through web browsers, email applications, and other software. The traffic in the wire-
less link between a user device and the local wireless access point (e.g., a Wi-Fi router) is encrypted again with 
a symmetric key. Data are decrypted by the router, then often sent to cable network access points (i.e., cable 
modems), where traffic is encrypted on the wired cable network. If satellite networks are used, the wireless 
links between satellites and ground segments are often encrypted. Internet routing infrastructure does not 
further encrypt the data, but the requests to the routing systems are often authenticated with PKIs. 

What we found was that many NCFs had responsibility for just a single link each in these chains. We 
identified issues they needed to consider to address any quantum computing vulnerabilities in those links 
(e.g., incorporating PQC in security for the border gateway protocol or increasing symmetric-key strength 
in wireless links). But no stakeholders, even those in the Connect category, are acting in isolation, and many 
potential vulnerabilities would ultimately be minor issues if vulnerabilities were addressed in key places 
elsewhere. For example, cable network access providers might need to begin using stronger symmetric keys 
in hardware to adequately protect traffic on their networks, but if 99 percent of the traffic on their networks 
were already using a post-quantum TLS connection or a VPN facilitating a post-quantum version of IPsec, 
those weak symmetric keys would be unlikely to pose a significant vulnerability. 

Practical challenges with executing catch-and-exploit campaigns mean that very few NCFs likely need 
to urgently address catch-and-exploit vulnerabilities, although many functions will exhibit them. Many 
NCFs will exhibit catch-and-exploit vulnerabilities. Organizations communicate encrypted data containing 
PII, industrial trade secrets, PHI, sensitive justice system information, and national security data. These data 
might occasionally have very long confidentiality lifetimes (i.e., more than ten years), and an adversary that 
captures these encrypted communications now would be able to reveal their contents once in possession of 
a CRQC that could derive the secret key used to encrypt them. However, although this possibility is worri-
some in principle, consider the practical challenges associated with carrying out such a campaign in practice:

•  An adversary must be able to intercept encrypted communications. This would be more challenging 
for wired networks than for wireless signals, although there are many ways to accomplish this even on 
wired networks with physical security. 

•  A potentially very sizable amount of captured data would need to be stored for years—possibly a decade 
or more. 

•  An adversary would likely have few indications of what the contents of any specific communications 
were until they were decrypted. Adversaries might be able to infer the potential value of the data based 
on metadata, such as size, time of transmission, and which endpoints were communicating, but they 
would have few other useful ways to identify which communications should be prioritized for decryp-
tion.

•  Decrypting communications could involve the derivation of many cryptographic keys. Depending on 
the scenario, a single key could reveal a large amount of data (if, for example, the key was expected to 
provide long-term security) or a small amount of data (if, for example, the key was ephemeral and used 
only for a single connection). 

•  Finally, every key derivation will likely require a considerable level of effort, potentially involving teams 
of personnel and a device working for days or weeks at a time. As the technology matures, devices might 
proliferate, and this level of effort would decrease, but it could be years after the first CRQC breaks a key 
before it becomes a relatively trivial task to do so. 
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Given these practical difficulties, it will likely be a tremendous challenge for an adversary to carry out 
a long-term catch-and-exploit campaign. Only a very well-resourced adversary (e.g., a technologically 
advanced nation-state) would likely expect to be among the first to have the necessary technology and have 
the foresight needed to execute such a campaign. Even then, it would likely attempt a long-term campaign 
only on targets that would be seen as very high value. 

Every NCF stakeholder that transmits sensitive data will need to implement PQC for key exchange to pre-
vent this vulnerability, but it is likely that only a few NCFs need to truly approach the matter with urgency. 
PII, industry trade secrets, and other data with moderate to short confidentiality lifetimes are unlikely to be 
targets of a long-term catch-and-exploit campaign. Although PHI data have a very long confidentiality life-
time, the practical utility of the data to a threat actor capable of carrying out a campaign like this is likely low. 

Some very sensitive justice system data (discussed in more depth in the assessment for NCF 22, Enforce 
Law) might be realistic targets for a catch-and-exploit campaign, but we consider the issue to be most perti-
nent to organizations responsible for NCF 53, Provide Materiel and Operational Support to Defense. National 
security–related data handled by organizations responsible for this NCF both have an exceptionally long 
confidentiality lifetime and would likely be seen as very high value to potential nation-state adversaries. 
Some organizations responsible for these two NCFs should consider this a serious vulnerability that must be 
addressed as soon as it is practical to do so, while most others can likely afford to allow more time to pass 
before it becomes an urgent matter.

Many factors related to the PQC migration are still unknown or uncertain, and it is not yet clear what 
elements of the migration will present serious challenges for NCF stakeholders. The final PQC standard 
has not yet been released. Although many stakeholders have begun to prepare for the migration by experi-
menting with each of the finalist algorithms, many uncertainties will remain by the time the standard is 
released. NIST and its partners are beginning efforts to create tools for the discovery and inventory of all 
instances in which updates will be needed, but, as described by Barker, Souppaya, and Newhouse, 2021, 

There is currently no inventory that can guide updates to standards, guidelines, regulations, hardware, 
firmware, operating systems, communication protocols, cryptographic libraries, and applications that 
employ cryptography that meets the need to accelerate migration to quantum-resistant cryptography.

We have tried to identify concrete examples of systems and vulnerabilities that will need attention in 
each of the NCFs and use a high-level analysis to inform a judgment of priority for assistance. For many 
affected systems, however, the details will matter, and a high-level analysis such as that carried out for these 
assessments will overlook many of them. Steps in the transition that were expected to be straightforward 
and simple will instead be complex problems that do not have easy solutions. Elements of information and 
communication infrastructure that were expected to be immaterial to migration considerations could end 
up creating unforeseen incompatibilities and bugs. The NCF assessments are intended to provide insights but 
are by no means comprehensive; however, they can be used as a guide to identify which NCFs might merit a 
more thorough analysis, depending on the priorities of the entities seeking to provide assistance.

Conclusion

A CRQC will create significant vulnerabilities for stakeholders providing NCFs. Quantum computing will 
break a foundational element of current information security architectures in a manner that is categorically 
different from present cybersecurity vulnerabilities. Fortunately, the NIST PQC standard is likely to provide 
an effective solution to this problem, but the migration to use this standard across critical infrastructure is 
likely to be a long, complex, and costly effort. 
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We performed high-level assessments of how quantum computing cryptography vulnerabilities will 
affect each of the 55 NCFs identified by DHS. Although there is wide variation in the urgency with which 
stakeholders must attend to this issue, the scope of affected organizations, and the level of effort each orga-
nization will need to expend to address vulnerabilities, every stakeholder providing an NCF will be affected 
in some way. 

A few NCFs will likely be critical enablers for other stakeholders to begin the broader migration to PQC 
across critical infrastructure. Many NCFs will need to urgently address growing risk from catch-and-exploit 
vulnerabilities or incorporate PQC into long-term acquisition strategy for operational technology. Even 
stakeholders responsible for NCFs that received ratings of low priority for assistance should take steps to 
prepare for the PQC migration in advance of the release of the standard, following steps outlined in the DHS 
roadmap for the migration. Furthermore, all NCF stakeholders can improve cybersecurity resilience more 
generally by beginning to incorporate strategies for greater cryptographic agility in overall cybersecurity risk 
management and IT change management strategies. 

The analysis described in this report was performed at a high level to provide the context and justi-
fication needed to inform and direct engagements with stakeholders responsible for NCFs. Although this 
approach was useful in this endeavor, the information and communication architectures used across the 
NCFs are diverse and complex. Moreover, the algorithms that will be chosen for the final PQC standard are 
not yet finalized, and many uncertainties remain in planning for the cryptographic transition. A high-level 
approach will inevitably overlook details that will be consequential for specific stakeholder concerns in the 
NCFs. This analysis should be followed up by additional work to assess, in detail, the specific challenges that 
will be faced by many of the stakeholders responsible for NCFs, in consultation with subject-matter experts, 
government partners, and the private sector.
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APPENDIX A

Methods Used in the Assessments

In this appendix, we describe in detail the approach used to assess whether exploited quantum computing 
vulnerabilities could significantly degrade or disrupt the NCFs. We assessed each of the 55 NCFs individually 
using the set of NCFs and definitions described in a status update to the critical infrastructure community 
(CISA, 2020b). In each case, we sought to identify the systems (1) that would use cryptography in some way 
that would be vulnerable to quantum computing and (2) in which it would be the exclusive purview of the 
NCF to operate, manage, or provide in support of other NCFs. 

The Initial Steps in the Assessment

In this section, we describe the first two steps in the assessment process. The remaining steps are rating and 
analyzing the five items in the assessments provided in Appendix B, available online.

Identify the Relevant Information Systems and Sensitive Data That the National 
Critical Function Uses
For each NCF, we first examined literature and databases that provide insight into the information systems 
and sensitive data relevant to that NCF. Because there was no existing official decomposition of the whole set 
of NCFs into subfunctions, assets, or components, we used different data sources for each NCF, as needed, 
to inform the analysis. These data sources included prior reports decomposing subsets of NCFs; literature 
describing IT challenges for NCFs or industry sectors; market surveys; sector-specific data, such as company 
information from the North American Industry Classification System (NAICS); and databases describing 
supply chain relationships (e.g., FactSet) (FactSet, 2021). Two examples are illustrative of this strategy: the 
assessments for NCF 4, Provide Internet Routing, Access, and Connection Services, and NCF 17, Transport 
Materials by Pipeline. 

For NCF 4, DHS published an IT-sector risk assessment in 2009 (DHS, 2009) and, more recently, a techni-
cal report on ongoing attempts to functionally decompose the NCFs (CISA, 2020a). We used these reports, 
as well as other available literature on the primary protocol used by the NCF to route Internet traffic (see 
Koukounas, Vytogianni, and Dekker, 2019), to identify the major relevant information systems for the NCF. 
For NCF 17, however, we found no such literature on the IT systems used by the sector. In this case, in addi-
tion to open literature describing pipeline material distribution in the United States (see, for example, Mar-
kets and Markets, undated; Nygaard and Mukhopadyay, 2020; Oil and Natural Gas Subsector Coordinat-
ing Council, 2018), we identified relevant IT systems, first, by searching for industry data associated with 
NAICS code 486, Pipeline Transportation of Natural Gas, then, once we had identified the major companies 
associated with the subcategories of this NAICS code, by searching the FactSet database for companies that 
supplied software products to many of these companies (FactSet, 2021). Using these data sources, it became 
clear that the NCF used a variety of software solutions for standard business operations (e.g., email, enter-
prise resource management), and managing cyber-physical systems associated with control and monitoring 
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of the pipeline network, but these are software and hardware solutions provided to the NCF, not developed, 
produced, or updated by the NCF itself.1

Identify Relevant Quantum Computing Vulnerabilities
Upon identifying the relevant systems and data used in each NCF, we assessed the major quantum comput-
ing vulnerabilities affecting the NCF. When performing these analyses, we relied on context from previous 
RAND work on the topic (Vermeer and Peet, 2020) and PQC migration demonstration scenarios from NIST 
(Barker, Souppaya, and Newhouse, 2021). 

Modes of Disruption of the National Critical Functions
To facilitate the assessment of vulnerable systems that were the exclusive purview of each NCF, we used a 
simple, high-level taxonomy of issues caused by quantum computing that could lead to a degradation or dis-
ruption of the function. This taxonomy, shown in Table A.1, is based on the well-known security triad of con-
fidentiality, integrity, and availability and the modes by which attacks could disrupt a function as described 
in the MITRE ATT&CK framework (MITRE, undated):

•  A function could be disrupted by a loss of confidentiality so significant that an operator removes access 
to a critical information resource to prevent the unauthorized revelation or theft of information. 

•  A function could be disrupted by a loss of integrity if an attacker gained the ability to manipulate data 
such that legitimate users ceased to use the system because they could no longer trust its accuracy. 

•  Loss of availability implies that an attacker’s actions actively deny the use of the system. This could take 
the form of, for example, removal of network or account control and removal of the owner’s administra-
tive privileges or rendering critical cyber-physical systems physically inoperable in some way. 

Classes of Vulnerability
The analysis further distinguished between the two classes of vulnerability: catch and exploit and remote 
authentication. As discussed in Chapter One, this distinction is based on the urgency of measures to reme-
diate the vulnerability. It is generally critical that action be taken on catch-and-exploit vulnerabilities as 
soon as possible in order to limit the amount of sensitive information that is available for later decryption. 
The urgency is greater for information with a long confidentiality lifetime (i.e., ten or more years).2 Remote 
authentication vulnerabilities, in contrast, generally require much less urgent remediation actions. Fixes for 
these vulnerabilities must be in place only before an attacker with a CRQC actually tries to break into a vul-
nerable system. Although this reduces the urgency of addressing the vulnerability, that does not necessar-
ily imply an automatically lower priority for attention and remediation. If exploited, remote authentication 
vulnerabilities are likely to lead to substantially larger impacts to functions, and they could be much more 
widespread or require orders of magnitude more resources to address prior to the date the vulnerability could 
be actively exploited (Vermeer and Peet, 2020). 

1	 NIST defines cyber-physical systems as “smart systems that include engineered interacting networks of physical and com-
putational components” (Griffor et al., 2017, p. vi).
2	 The definition of a long confidentiality lifetime as ten years or more is based on analysis found in Vermeer and Peet, 2020, 
showing that PQC standards would likely be released between 2022 and 2024 and a CRQC was expected to exist in the mid-
2030s. According to this framework, an organization that used data with a secrecy lifetime longer than ten years would likely 
need to implement PQC for transmission of those data as soon as possible after standards were released.
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We considered three broad categories of remote authentication issues: 

•  Database access refers to access to systems that enable information-sharing and access to data sets that 
are critical to the function. This would include fingerprint databases used by NCF 22, Enforce Law; 
voter registration databases used by NCF 19, Conduct Elections; or training material databases used by 
NCF 21, Educate and Train. In some cases, these data might be very sensitive, and a loss of trust in the 
security of the systems used to access them could be sufficient to disrupt the function. In others, the 
main concern might be protecting the integrity and availability of the data set itself. In other words, in 
some cases, it is crucial that an attacker not be able to fake a general user’s authentication to access and 
read information from the database; in others, it is crucial that the attacker not be able to gain adminis-
trative privileges for the database that would allow it to write or alter bulk data in some way. 

•  Network account access refers to the ability to gain trusted, authenticated control of accounts on a net-
work. This would include impersonating an organization by obtaining its private key, thus allowing 
trusted uploads of malware disguised as software updates, or the ability to falsely identify oneself as a 
bank account holder or even a bank itself and request fund transfers. 

•  Cyber-physical system access refers to the ability to remotely access and control physical devices. This 
would include directing the function or gathering data from ICSs; controlling physical security mea-
sures, such as door locks; and a plethora of other devices accessed and controlled over the Internet.

Although these three categories share some similarities (e.g., they could all be thought of as account 
access in some ways), the distinctions still provide a useful high-level construct for categorizing relevant 
issues in each NCF. The specific ways the analysis uses these categories will vary from NCF to NCF, depend-
ing on what systems the NCF employs and how those systems might be critical to supporting other NCFs. 
Although there will be some exceptions, in general, the relevant issues for most NCFs will be related to data 
or processes that are handled at the application or presentation layers of the Open Systems Interconnection 
model of computer networking because those are the layers that typically handle data encryption (see Cloud-
flare, undated b). 

TABLE A.1

Select Quantum Vulnerability Modes of National Critical Functions

Access Type Example Impact

Loss Incurred

Confidentiality Integrity Availability

Catch and exploit 

Sensitive data collection x

Remote authentication

Database access Sensitive data collection x

Data destruction, corruption, manipulation, or 
encryption

x

Network access Theft or resource hijacking x

Sensitive data collection x

Data destruction, corruption, manipulation, or 
encryption

x

Access removal x

Cyber-physical system 
access

Device inoperability, inaccessibility, or damage x

Sensitive data collection x
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Assessing Ratings in Each Category
Rate the Urgency of Addressing Each National Critical Function’s Vulnerabilities
We first assessed urgency—that is, how important it will be for an NCF to address vulnerabilities sooner 
rather than later—and it could be assessed as low, medium, or high (see Table A.2). This assessment is largely 
based on the risk assessment methodology originally described by Mosca, which incorporates assessments 
of how long information must stay secure, how long it will take to migrate to PQC, and when capable quan-
tum computers are likely to arrive (Mosca, 2018). Essentially, if NCF operations require the communication 
of data with a long confidentiality lifetime (i.e., greater than ten years), the urgency for that NCF is assessed 
as high because that sensitive information is increasingly at risk of being captured for later exploitation until 
communications migrate to PQC. The longer the migration is delayed, the more the risk grows, and the 
urgency of swift action is high. In contrast, if an NCF is affected by remote authentication vulnerabilities 
that must be addressed only before a CRQC arrives and the vulnerability does not affect any long-lived 
hardware that might be hard to update (e.g., long-lived operational ICS technology), we assessed the NCF as 
low urgency. If an NCF communicates data with a moderate confidentiality lifetime (i.e., greater than one 
year but less than ten years), we might have assessed it as medium urgency. A similar assessment of medium 
urgency would be given if the NCF is affected primarily by remote authentication vulnerabilities but some 
factors indicate that those vulnerabilities would still be present when a CRQC arrives (e.g., in long-lived hard-
ware that was hard to update after production).

Dependencies Among National Critical Functions
A full assessment of the dependencies among NCFs would be a significant undertaking that is outside the 
scope of this report. Nevertheless, urgency assessments must necessarily incorporate factors related to the 
dependencies among the NCFs. Many NCFs will be dependent on organizations in other NCFs to provide 
the solutions needed to mitigate vulnerabilities. For many NCFs, the assessment of urgency assumes that 
certain IT products and services supplied by other NCFs will be quickly updated and available where appro-
priate, and the urgency assessment for the NCF in question is an assessment of the NCF’s ability to acquire 
and implement those products and services. The urgency for the implementing NCF might be low, even if the 
urgency for the providing NCF might be high. 

For example, consider the case that NCF A has an authentication vulnerability in all of its operational 
hardware (which is produced by NCF B), and that hardware needs to be replaced with new hardware that can 
handle the requirements of PQC. If NCF B rapidly develops and produces new versions of the hardware that 
handle PQC, NCF A will make the necessary hardware updates through routine hardware obsolescence and 
replacement cycles well before a CRQC exists. In this case, the urgency for NCF A (the implementer) would 
be low, while the urgency for NCF B (the provider) would be high. Except where documentation indicates 
that an NCF historically does not keep to routine technology refresh cycles for certain relevant hardware, we 
assumed that many PQC migration issues would be addressed sufficiently swiftly by default through these 
cycles and software patches for implementing NCFs.

TABLE A.2

Ratings for Urgency

Rating Definition

Low We identified no catch-and-exploit vulnerabilities, and we anticipate no significant challenges in updating 
long-lived hardware.

Medium The NCF exhibits catch-and-exploit vulnerabilities for data with a medium confidentiality lifetime (i.e., one to ten 
years), or the NCF might find it challenging to address authentication vulnerabilities before a CRQC arrives.

High The NCF exhibits catch-and-exploit vulnerabilities for data with a long confidentiality lifetime (i.e., greater than ten 
years), or the NCF will find it very challenging to address authentication vulnerabilities before a CRQC arrives.
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Even if a high urgency means that risk is growing now for catch-and-exploit vulnerabilities, any risk will 
only be actualized (i.e., the impact occurs) in the future when a CRQC is built. In the analysis, we assumed 
that such a system would be available in the mid-2030s, in line with previous estimates (Vermeer and Peet, 
2020), but there is a high degree of uncertainty in this assumption. This event could arrive substantially 
sooner or later than this time frame. Finally, assessments of urgency assume that a vulnerability’s most dev-
astating impact would occur if it could occur. Essentially, it assumes Murphy’s Law: If anything can go wrong, 
it will. 

For example, if a widespread catch-and-exploit issue is present for an NCF, we assumed for the urgency 
assessment that sensitive data would be captured and later exploited. If that would lead to an impact that 
would disrupt the function, it would contribute to an assessment of higher urgency. Realistically, many other 
factors could make this unlikely or blunt the impact to a degree. Those factors are discussed in the “other 
factors” sections and can mitigate or exacerbate the contribution of urgency to the final assessment of prior-
ity for assistance. 

Rate the Scope of the Organizations and Systems Requiring Updates
The rating on scope assesses the breadth or scale of the organizations and systems that require updates, and it 
could be assessed as low, medium, or high. Scope refers to an assessment of the approximate number of sepa-
rate organizations within an NCF that require active intervention to migrate to PQC. Migration steps that are 
likely to happen by default (e.g., when new hardware acquired during a routine hardware refresh is designed 
to meet the requirements of PQC) or with little active intervention (e.g., installing available software patches) 
do not contribute to scope. Scope is largely confined to an approximation of the number of organizations that 
must take action, not the number of separate migration instances requiring attention. An assessment of high 
scope could, for example, be derived from an assessment that each of thousands of organizations must make 
a single nontrivial software update, but an assessment that a few organizations must make changes in hun-
dreds of high-priority applications they manage would likely be classified as low scope. Although the level of 
effort in these two cases might be similar, the impact of intraorganizational scope on priority for assistance is 
largely addressed with the next metric, cost per organization, which we describe in the next section.

The ratings for scope are separated using the boundaries in Table A.3.
Approximating the scope using these boundaries allows an assessment that fits the high-level approach of 

our research effort. Assessing scope at this high level alongside the cost per organization (in the next rating) 
allows a qualitative assessment of the level of effort each NCF would require to address vulnerabilities. In 
other words, combining an approximation of the number of organizations in an NCF that would need to act 
with an approximation of the resources those required actions would entail leads to a broad assessment of 
level of effort needed across an NCF. This makes these important factors in our assessment of priority for 
assistance. 

TABLE A.3

Ratings for Scope

Rating Definition

Low Less than ten organizations must act.

Medium Between ten and 100 organizations must act.

High More than 100 organizations must act.
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This often practically results in assessments of how centralized the risk mitigation will be across an NCF, 
separating scope assessments into rough-order-of-magnitude, qualitative scenarios that can inform the 
desired metric: priority for assistance. Those scenarios resemble the following:

•  low: Just a few organizations are responsible for mitigating vulnerability in a small number of shared 
resources. These resources could be national-level databases, standard communication protocols used 
to perform the function, or other networked systems that are administered by single organizations and 
used by many others in the NCF.

•  medium: Vulnerabilities are still primarily in resources administered by single organizations and used 
by many others, but the organizations managing those resources are more numerous and less central-
ized. Rather than just a few national databases, the NCF might rely on many regional (e.g., state-based) 
networks, information-sharing systems, or databases. No vulnerabilities are present that would require 
unique, individual action from each organization in the NCF.

•  high: Vulnerabilities exist that require individual action from a significant proportion of the organiza-
tions included in the NCF. 

In NCFs in which most stakeholders rely on somewhat centralized guidance, regulation, or standards, 
just a few entities will need to take specific actions that will facilitate migration for the rest of the NCF stake-
holders. In less centralized, more-diffuse NCFs, however, many stakeholders might need to invest significant 
resources in addressing the issues individually. The scope assessment does not explicitly assess how diffuse 
or centralized an NCF is, but factors identified in the “other factors” sections often provide such supplemen-
tary information. 

Like in most cases, a precise accounting of the number of affected organizations in an NCF is outside the 
scope of these assessments. Instead, the assessments rely on a rough approximation of which of the above sce-
narios best describes the NCF based on analysis of open literature, industry data, and evaluations of whether 
systems in affected organizations require active intervention. 

Rate the Relative Cost per Organization Required to Address the Vulnerabilities
We next assessed a relative cost per organization that will be required for an NCF to address quantum com-
puting vulnerabilities. Cost could be rated as low, medium, or high. These ratings are assigned according to 
the general criteria shown in Table A.4.

TABLE A.4

Ratings for Cost

Rating Criteria

Low Organizations must take only limited software updates and configuration changes using known or standard tools, 
protocols, and guidance. Any required hardware updates can likely take place during routine hardware refreshes.

Medium Organizations must take actions that are costlier than limited, simple software updates or configuration changes. 
They might need to perform limited development of custom software or perform rare off-cycle hardware 
replacements using commercially available hardware.

High Organizations must take costlier actions than those just described in the medium category. These could include 
extensive software or protocol research, development, and testing. They could also include extensive off-cycle 
hardware replacement or the urgent development of novel hardware that can accommodate the requirements of 
PQC.
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The qualitative categorization of costs in this way is informed by the context and demonstration scenarios 
for PQC migration recently described by NIST: 

There is currently no inventory that can guide updates to standards, guidelines, regulations, hardware, 
firmware, operating systems, communication protocols, cryptographic libraries, and applications that 
employ cryptography that meets the need to accelerate migration to quantum-resistant cryptography. 
(Barker, Souppaya, and Newhouse, 2021, p. 3)

NIST’s effort aims to provide “a starting point for expeditiously discovering where updates to quantum-
resistant cryptography will be required” (Barker, Souppaya, and Newhouse, 2021, p.  3). Because such a 
detailed accounting of the actions that any given NCF or organization must take does not yet exist, this 
analysis took the described high-level approach to assessing costs according to general categories of remedia-
tion actions, such as software updates and hardware refreshes.

Assumptions Used in Assessing Costs
When assessing costs according to these categories, we typically made several assumptions:

•  First, when NCFs are dependent on other NCFs for the products and services needed to migrate systems 
to PQC, it is assumed that the providing NCFs will be able to offer those products and services in as 
timely a manner as is needed. This would mean, for example, that, in most cases, the novel hardware 
or software updates would be available for an implementing NCF to incorporate using extant hardware 
refresh cycles and software patch processes rather than rushing to adopt when the existence of a CRQC 
seems imminent. 

•  Second, it is assumed that existing hardware will be adequate to meet the requirements for post-quantum 
key exchange needed to mitigate catch-and-exploit vulnerabilities for implementing NCFs (although 
providing NCFs might have exceptions). In other words, mitigating catch-and-exploit vulnerabilities 
will require updates to address such issues as which standard protocols, cryptographic libraries, and 
configurations are used but will not require out-of-cycle hardware replacements. This assumption is 
based on multiple proactive efforts to evaluate this issue, test impacts of hybrid cryptography schemes, 
promote cryptographic algorithm agility in embedded hardware, and develop quantum-resistant 
hardware. Amazon Web Services, for example, has stated that post-quantum TLS is now supported 
(Hopkins, 2019) and has showed minimal impact on latency when testing some hybrid (i.e., combined 
conventional and post-quantum) TLS key exchange algorithms (Weibel, 2020). TCG has also issued 
guidance for secure update of software and firmware in embedded systems, with cryptographic agil-
ity needed for the PQC transition in mind (TCG, 2020). Such organizations as FutureTPM are also 
involved in ongoing research and collaboration on embedded hardware, such as trusted platform mod-
ules, that can support PQC (FutureTPM, undated; Truskaller, 2020). 

•  Finally, it is not known to what extent the migration to PQC will require widespread hardware replace-
ments, and the discovery and evaluation of this issue are the first demonstration scenario described by 
the ongoing NIST PQC migration project (Barker, Souppaya, and Newhouse, 2021). Cost assessments 
related to hardware, therefore, generally pertain to any somewhat unique hardware used by an NCF and 
assume commonplace hardware (e.g., laptop computers or commercial Wi-Fi routers) will not require 
out-of-cycle replacement. 
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Identify Other Factors That Could Make the Challenges More or Less Difficult to Address
We next assessed the various other factors associated with the NCF that could make any challenges more 
or less difficult to address, and the possible ratings are mitigating, neutral, and exacerbating, as shown in 
Table A.5. 

This category is less generalizable than the others because the factors that could affect an NCF’s ability 
to address any challenges are often somewhat unique to each NCF. The factors that are identified are often 
those that have an impact on the previous three categories in some way; they could be factors that mitigate or 
exacerbate the assessed urgency, scope, or cost. 

For example, if an NCF is assessed to have a high scope (meaning that it affects more than 100 organi-
zations), the challenge might be mitigated by the presence of strong, effective industry and trade groups or 
supporting federal agencies that would be useful in disseminating resources and guidance to affected orga-
nizations in the NCF. 

In contrast, an NCF might be rated as low urgency but have exacerbating factors in the form of docu-
mentation that suggests that the NCF has historically struggled with timely replacement of vulnerable legacy 
equipment and systems, suggesting that timely migration to PQC could therefore be challenging nevertheless. 

A neutral rating could be assigned either when no significant other factor is present or when there is an 
overall balance of mitigating and exacerbating factors. 

Any of a wide variety of unique factors could potentially affect an NCF’s ability to address any relevant 
issues, but the following are some examples:

•  notable availability or absence of needed human capital to support the migration
•  historically proactive or behind schedule in managing IT transformation
•  indications that preparations for the migration are already underway
•  presence of effective professional organizations that can support the NCF via dissemination of guid-

ance, standards, and resources
•  factors that would make some organizational data in the NCF of more or less value to potential attackers
•  availability of actions (not associated with PQC) that could effectively mitigate urgent vulnerability, 

allowing robust PQC migration to happen over a longer timescale (e.g., organizations could simply 
rotate keys more frequently).

Consideration of Dependencies Among National Critical Functions
In addition to these factors, we considered some of the dependencies among NCFs, especially for those NCFs 
that are the primary providers of the products and services needed to create a quantum-resistant informa-
tion and communication infrastructure. Each of the NCFs is, by definition, critical, and disruption of any 
of the functions would have cascading effects on many others. But some NCFs will be primarily depended 
on to move quickly and effectively to provide quantum-resistant products and services to other dependent 
NCFs, and, in some cases, this will be noted as an exacerbating factor. The failure of such an NCF to make 

TABLE A.5

Ratings for Other Factors

Rating Criteria

Mitigating Some factors could mitigate the assessed urgency, scope, or cost of addressing the quantum computing 
challenge for the NCF.

Neutral Either no significant other factor is present or there is an overall balance of mitigating and exacerbating 
factors.

Exacerbating Some factors could exacerbate the assessed urgency, scope, or cost of addressing the quantum 
computing challenge for the NCF.
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the products for PQC migration available to others in a timely manner would have cascading impacts on the 
urgency and costs for other NCFs as they were forced to manage unaddressed vulnerabilities, find specialized 
solutions, and plan for costly, out-of-cycle updates when they became available. 

Resilience, Degradation and Disruption, and Risk
Finally, the categories described so far have been based on vulnerabilities in the NCFs, not necessarily on 
risk or resilience. Practically, other factors associated with the NCF could indicate that it would be resilient 
to single, or even many, points of failure stemming from quantum computing vulnerabilities. Furthermore, 
some factors might suggest that many of the existing vulnerabilities would be unlikely to be exploited or 
that many of those vulnerabilities would be unlikely to result in significant negative impacts if they were 
exploited. Although a more robust treatment of the concepts of NCF resilience, degradation versus disrup-
tion, and risk assessment based on threat actors’ motivations was outside the scope of this analysis, these fac-
tors might occasionally be described in this section of the assessments where they are relevant and publicly 
documented. 

Rank the National Critical Function’s Priority for Assistance
Using the ratings in the previous categories, we rated each NCF’s priority for assistance as low, medium, or 
high. We used these ratings to categorize the NCFs according to which would benefit most from assistance 
from organizations across the U.S. government. Each rating is therefore meant to incorporate assessments of 
both where the need for assistance might be high and where the capability and resources available to the NCF 
might be low. As a result, it is created by assigning values to the assessments of urgency, scope, and cost and 
modifying those values according to the other identified mitigating or exacerbating factors. 

We assigned numeric values from 1 to 3 (corresponding to low, medium, and high) to the ratings in the 
categories of urgency, scope, and cost. Other factors affecting those categories have the potential to modify 
those values by adding or subtracting a value based on the assessed impact of that factor. We then summed 
the modified values for the three categories to get a final numeric value that we used to assign a rating of low, 
medium, or high priority for assistance. 

Although the assignment of numeric values to the original ratings in the three categories was straight-
forward, the modification of those values by the other factors is subjective and based on our judgment of the 
impact of those factors. An exacerbating factor might be assigned a modifying value of  +1 for urgency, for 
example, if we deemed it to have a significant exacerbating impact on urgency, or we might have assigned a 
value of –0.5 to scope if we deemed that the factor had a smaller mitigating impact on scope. We based assign-
ments of numerical boundaries between ratings for low, medium, and high priority for assistance on author 
judgment and applied those boundaries consistently for each NCF assessment. 
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Abbreviations

CISA Cybersecurity and Infrastructure Agency
CRQC cryptographically relevant quantum computer
DHS U.S. Department of Homeland Security
HSOAC Homeland Security Operational Analysis Center
ICS industrial control system
ICS-CERT Industrial Control Systems Cyber Emergency Response Team
IP intellectual property
IPsec Internet protocol security
IT information technology
NAICS North American Industry Classification System
NCF national critical function
NIST National Institute of Standards and Technology
NRMC National Risk Management Center
NSA/CSS National Security Agency/Central Security Service
PHI protected health information
PII personally identifiable information
PKI public-key infrastructure
PQC post-quantum cryptography
R&D research and development
S/MIME Secure/Multipurpose Internet Mail Extensions
TCG Trusted Computing Group
TLS transport-layer security
VPN virtual private network
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F
uture quantum computing capabilities are expected to be able to break the security 

of current implementations of public-key cryptography. Public-key cryptography forms 

the foundational building block of security for national information and communication 

infrastructure. Quantum computers will therefore create vulnerabilities in critical 

infrastructure, although migrating to new post-quantum cryptography standards being 

developed by the National Institute of Standards and Technology should mitigate vulnerabilities.

The U.S. Department of Homeland Security asked the Homeland Security Operational Analysis Center 

to perform high-level assessments of quantum vulnerabilities in the 55 national critical functions (NCFs) 

identified by the department. Researchers evaluated the significant issues affecting each NCF, then 

rated each NCF in the categories of urgency, scope, cost per organization, and other mitigating or 

exacerbating factors. The researchers then combined these ratings to create an assessment of each 

NCF’s priority for assistance. They rated six of the NCFs as high priority for assistance, 15 as medium 

priority, and 34 as low priority. In addition, the team identified three NCFs as critical enablers of the 

transition to the new cryptographic standard. Finally, the researchers identified four key findings: (1) All 

NCFs need to prepare for the transition, (2) a significant portion of the vulnerability can be addressed 

with relatively few actions by the critical enablers, (3) catch-and-exploit vulnerabilities are urgent for 

only a few stakeholders, and (4) many factors related to the cryptographic transition are still uncertain 

and in need of more-detailed assessment.




